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Robustness of planar random graphs to targeted attaks
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In this paper, robustness of planar trivalent random graphs to targeted attaks of highest on-
neted nodes is investigated using numerial simulations. It is shown that these graphs are relatively
robust. The nonrandom node removal proess of targeted attaks is also investigated as a speial
ase of non-uniform site perolation. Critial exponents are alulated by measuring various prop-
erties of the distribution of perolation lusters. They are found to be roughly ompatible with
ritial exponents of uniform perolation on these graphs.
Keywords: Perolation problems (Theory); Random graphs, networks; Critial exponents and amplitudes
(Theory).
I. INTRODUCTION
Robustness or fragility of a graph haraterize its behavior when systemati or random deletion of a fration of
nodes is performed. These questions are of pratial importane for real omplex networks (World Wide Web, soial
networks, ells,et) and, reently, there has been muh interest in investigating targeted and random attaks for two
families of random omplex networks [1, 2, 3℄, namely exponential and sale-free networks [4℄ . Resiliene to random
deletion of nodes an, for example, be seen as tolerane against error, i.e. random failure of a fration of nodes.
Targeted deletion of high degree nodes an simulate attaks of hakers on omputer networks. However, besides these
pratial issues, investigating random and targeted attaks on abstrat graphs is of great theoretial interest in its
own right. It has to be noted that the random attak problem is equivalent to uniform site perolation [5℄.
In this paper, we study a family of purely abstrat random graphs extensively used in the past deades as disrete
models for eulidean quantum gravity [6℄, namely random Φ3 planar graphs. These planar graphs are made of trivalent
verties and look loally like the regular honeyomb lattie. But the faes are not neessarily hexagonal, so that long
distane properties are very dierent from those of honeyomb latties. Note that site perolation on these graphs
has already been investigated [7, 8℄. By means of Monte-Carlo simulations, we study resiliene of these graphs against
targeted attaks dened as a systemati fae removal proess, i.e. removal of all links and verties that belong to
the edges of the targeted fae. More preisely, we investigate onneted lusters distributions when all faes whose
number of edges is larger than a ut-o kmax are removed.
A key feature in the behavior of graphs against targeted attaks is the degree distribution. However, vertex
oordination numbers on omplex networks are unorrelated random variables so that the degree distribution is
suient to haraterize these random graphs. On the ontrary, planarity onstraints indue long range orrelations
for random Φ3 planar graphs so that the degree distribution is not enough to haraterize these graphs [9℄. This
harateristi is also shared by Voronoï/Delaunay graphs. However, orrelations in the latter ase derease muh
faster than for random Φ3 planar graphs. This fundamental dierene between omplex networks and random Φ3
planar graphs indues radially dierent behaviors under uniform perolations problems. The main purpose of this
work is then to determine whether it also indues dierent behaviors against non-uniform perolation like targeted
attaks, and, if so, to quantify these dierenes.
It has to be noted that, even if random Φ3 planar graphs have been used in Eulidean quantum gravity, the
problem studied here is not relevant to these issues. Indeed, there is no bak-reation of any degree of freedom on
the onnetivity of the graphs. In other words, the disorder due to random degree distribution is quenhed and
we study the average behavior against targeted attaks of a graph piked at random in the ensemble of random Φ3
planar graphs. However, this work ould be the starting point of the study of a modied model of quantum gravity
haraterized by matter elds (Ising spin, for instane) oupled to the ensemble of graphs obtained from the random
Φ3 planar graphs after a systemati node delation proedure.
Besides the size of the largest onneted omponent S, we study several properties of onneted luster of graphs
for various values of kmax, in partiular, the density of the seond largest luster s2 and the average size of nite
∗
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2Figure 1: A Φ3 planar graph
lusters S. Considering kmax as a ontinuous parameter, it is possible to extrat a ritial parameter kc similar to a
perolation threshold, and to ompute ritial exponents β, γ and ν assoiated to the seond largest luster, average
luster size and orrelation length. These exponents are ompared with those of uniform perolation problem on
random Φ3 planar graphs.
This paper is organized as follows: in setion II, we introdue the model of planar Φ3 random graphs; in setion III,
targeted attaks are dened and results of numerial simulations are reported; the problem is desribed as non-uniform
perolation and ritial exponents are extrated from numerial results in setion IV; setion V ontains onlusions
and perspetives.
II. RANDOM Φ3 PLANAR GRAPHS
We onsider the lass of trivalent planar graphs, i.e all graphs without boundaries that an be drawn on a sphere
and where eah vertex is onneted to exatly three neighbors. Moreover, two distint verties are onneted by at
most one link and no vertex is onneted to itself. An example of Φ3 graph is shown in gure 1.
For a given number of verties N , all graphs an be obtained by gluing together N trivalent verties in all possible
ways satisfying the strong onstraint of planarity. The Euler harateristi χ = N −Nl +Nf , where N , Nl, and Nf
are, respetively, the number of verties, links and faes, is xed by the topology so that all planar graphs with the
topology of a sphere share the same value χ = 2. One more onstraint, arising from the fat that eah link is bounded
by two verties and that three links interset at eah vertex, reads 2Nl = 3N . These onstraints imply that Nf and
Nl are xed if N is xed.
By giving eah graph G a Boltzmann weight w(G), this lass is turned into a statistial model of random graphs.
In this paper, we hoose w(G) = 1 for eah graph. The partition funtion is given by
ZN =
∑
G∈Φ3|N
1
C(G)
where the sum is over all Φ3 graphs with N verties as dened above. C(G) is a symmetry fator whih avoids the
overounting of some symmetri graphs and is almost always equal to one for large graphs. There is an apparent
regularity in these graphs. Namely onnetivity, number of verties, links and faes are xed so that these graphs
loally look like the honeyomb lattie. Moreover, the average size of a fae, i.e the number of links surrounding a
fae, is equal to six for large N . However, the size of a fae is, in fat, a random variable following a distribution P (Q)
exatly known [10, 11℄ (see gure 2), and the orrelations assoiated to the variable Q are long range, dereasing as
1/r2 where r is the geodesi distane [9℄. Note that for a fae (i) with size Qi, the deviation of Qi from the average
value < Q >= 6 denes the urvature Ri ∝ (Qi − 6)/Qi.
This implies that these graphs are very dierent from the honeyomb lattie at large distane. For instane, there
are objets alled baby universes that indue a self-similar struture for these graphs. A baby universe is a onneted
part of a graph linked to it by a boundary alled a nek. If we all B the size of a baby-universe and l the linear
dimension of its nek, we must have l ≪ B1/2, i.e. eah baby universe is onneted to the rest of the graph by a
small boundary. On trivalent graphs, the minimum size of a nek is l = 3, and baby universes with suh neks are
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Figure 2: Distribution of the size of the faes
alled minimum nek baby universes (minbus). There are more of minbus than of the other baby universes and their
distribution has been exatly alulated [12℄. Moreover, baby universes an grow on other baby universes, so that
eah graph is like a tree made of a entral part (the root) on whih several branhes of baby universes are growing.
The global spherial topology ensures that branhes do not interset. This tree has a self-similar struture that an
be seen as follows: onsider the family of baby universes with a given ratio f = l/
√
B between the linear size l of
their nek and the square root of their size B. In a way, f denes a family of baby universes with the same shape.
Then, let a(B → 2B, f) be the (average) fration of the total area of a graph inluded in baby universes with a shape
haraterized by f and with size ranging from B to 2B. It an be shown that a(B → 2B, f) is independent of B. So,
if we probe a graph, it looks similar at any sale, at least in the limit of large graphs.
The fratal struture of these graphs desribed above is haraterized by a Hausdor (fratal) dimension dH = 4
[13℄. This dimension is dened by the saling law
〈Nr〉 ∼ rdH
where 〈Nr〉 is the average number of verties at (geodesi) distane lower than r from any arbitrary vertex.
III. TARGETED ATTACK AND ROBUSTNESS OF PLANAR Φ3 RANDOM GRAPHS
A. Denitions
A targeted attak is a proess that systematially removes highly onneted nodes of a graph. In fat, as eah
vertex of a Φ3 graph is always trivalent, we dene targeted attak as nonrandom removal of faes - instead of verties
- with large number of edges. Note that, as Φ3 planar graphs are dual to planar triangulations, this is equivalent to
nonrandom removal of highly onneted verties of a triangulation.
We introdue a uto number kmax and dene the removal proess as follows: for a given graph G, we list all faes
whose size - dened as the number of their edges - is greater than kmax. Then, eah fae in this list is removed, i.e. all
verties and links whih belong to its edges are removed. The resulting amputed graph G˜ is generally not onneted.
Instead, G˜ onsists in a olletion of onneted smaller planar graphs alled onneted lusters. As we onsider the
statistial ensemble Φ3|N of planar Φ3 random graphs with N verties, we are interested in average properties under
targeted attaks, namely the properties of a graph G˜ assoiated to a graph G piked at random in Φ3|N .
Robustness of a graph to targeted attaks means its ability to preserve its large sale onnetivity after a nonrandom
deletion of its highly onneted nodes. This an be measured by its diameter, dened as the average geodesi
distane between two arbitrary nodes, i.e. the average length of the shortest path between two arbitrary nodes [2℄.
Alternatively, as the eet of targeted attaks is to fragment graphs into smaller onneted lusters, robustness an
be measured by the average density of the largest onneted luster [1℄, denoted P in this paper. Graphs in Φ3|N are
onneted, so that P is equal to one before any targeted attak. To get more insight on the onsequenes of targeted
attaks, we also measure the density of the seond largest luster, denoted s2, and the mean size of nite lusters,
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Figure 3: Density of the largest luster versus kmax.
denoted S. The exat denition of S is the following [14℄
S =
∑
s
′
s2 n(s)/
∑
s
′
s n(s)
where n(s) is the average number of lusters made of s verties and
∑
s
′
means that the largest luster is exluded
from the sum.
B. Numerial experiment
We generated graphs in Φ3|N following the method desribed in appendix A. For eah graph in a Monte-Carlo series,
we performed nonrandom removal of faes - for a given value of kmax - and measured the size of the largest onneted
luster by a method desribed in appendix B. We simulated graphs in Φ3|N with N ranging from 1000 to 32000, and
the parameter kmax ranging from 8 to 30 for eah value of N , exept for N = 32000 where kmax was ranging from
12 to 18. For eah ouple (N, kmax), we made 512 measurements separated by 1000 Nl loal updating moves (ips)
alled T1 moves (see appendix B). Errors were estimated using the standard jakknife method and error bars are
systematially plotted in the gures.
C. Results
The density of the largest luster P is plotted as a funtion of the ut-o kmax in gure 3. As expeted, for very
large kmax, P ≃ 1 as graphs in Φ3|N are onneted. We an see that for values of kmax & 17, P slowly dereases with
kmax, independently of the sizes of the graphs. Then, there is a fast fall of P down to zero. The falling rate is more
and more pronouned when the size is inreased. This means that a targeted attak with kmax greater than about
17 does not signiantly aet the onnetivity of the graphs - i.e., for these values of kmax, more than 70% of the
verties belong to the giant luster. Conversely, kmax has to be smaller than about 13 to ompletely fragment the
graphs into small lusters.
The average fration of removed verties is alled xrm. It is a smooth dereasing funtion of kmax as an be seen
in gure 4. It is interesting to plot P against xrm. This is shown in gure 5.
We an see that a targeted attak signiantly aets the onnetivity only when a large fration of the verties
are removed. For example, P & 0.7 for xrm . 0.13 and P & 0.5 for xrm . 0.17. In this sense, we an say that planar
Φ3 random graphs are rather robust to targeted attaks.
The analysis of the density of the seond largest luster s2 and of the average size of nite lusters S, plotted
in gures 6 and 7 respetively, gives more information on the mehanism of fragmentation of graphs under targeted
attaks. For large kmax, s2 ≃ 0, meaning that most of verties belong to the largest luster. Then, s2 sharply inreases
when kmax dereases and eventually reahes a peak for kmax ≃ 15. This is due to a small gradual derease of the
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Figure 4: Fration of removed verties versus kmax
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Figure 5: Density of the largest luster versus the fration of removed verties
onnetivity, i.e. a small fration of verties get disonneted from the largest luster. However, this phenomenon is
marginal as s2 does not exeed 0.15 and S is not greater than about 8% of the size. So, in this region kmax & 15, the
largest luster ompletely dominates with only a few number of muh smaller lusters. This is orroborated by the
behavior of S in this region. As the largest luster is exluded from this quantity, S ≃ 0 for very large kmax. As kmax
dereases, S is essentially inuened by the seond, third, et, largest lusters and so it inreases and reahes also a
peak. Then, when kmax ontinues to inrease, i.e. when s2 and S go through their peak, there is a dramati hange
in the fragmentation proess. P undergoes a fast drop, meaning that there is an aeleration in the fragmentation
and more and more verties get disonneted from the initial largest luster. The behaviors of s2 and S are similar.
This is due to the fat that more and more small lusters appear, so that their average size is small, even for the
largest, seond largest,third largest, et, lusters.
IV. NON-UNIFORM PERCOLATION
A. Perolation threshold
The fragmentation proess desribed above is very similar to the perolation mehanism [14℄. This is, in fat, ex-
peted as nonrandom removal of nodes under targeted attak is equivalent to perolation with non-uniform oupation
probability [1℄. In the ase studied here, a vertex is oupied if and only if it does not belong to an edge of a fae
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Figure 6: Density of the seond largest luster versus kmax
10 15 20 25 30
k
max
0
500
1000
1500
2000
2500
3000
S
N=1000
N=2000
N=4000
N=8000
N=16000
N=32000
Figure 7: Average size of nite lusters versus kmax
whose size is greater than kmax. The behavior of P , s2 and S an then be interpreted by saying that there exists a
ritial value kc ≃ 15 so that perolation takes plae for k ≥ kc. In the following, we onsider kmax as a ontinuous
parameter; more preisely, it is as if the observables P , s2 and S were dened for all real (positive) values of kmax
but that numerial data were available only for integer values of kmax. Note that kmax an be seen as a uto on
the loal salar urvature. By taking an appropriate ontinuum limit when N → ∞ , the urvature is, of ourse, a
ontinuous observable so that a uto on urvature has to be ontinuous in this limit. In other words, in any proess
of oarse graining, kmax would eetively beome a ontinuous parameter.
In order to get a more preise value of kc, we dene a nite size ritial parameter kc(N) as the value of kmax for
whih s2 is maximum for N xed. By tting the data of s2 with a Gaussian urve, we obtained kc(N). The result
is shown in gure 8. The behavior of kc(N) an be estimated by standard nite size saling analysis (see appendix
C). This allows us to predit the behavior of kc(N) approahing kc as kc(N)− kc ∼ N−1/νdH with ν > 0 a onstant
explained in setion IVB. So, we tted the values of kc(N) with the law kc(N) = kc + c N
−1/νdH
, with c a onstant.
We obtained kc = 15.8(2).
B. Critial exponents ν, β and γ
The point of view of non-uniform perolation with a perolation threshold kc strongly suggests that the observables
S and s2 should obey the following saling laws for kmax near kc [14, 15℄ (reall that we onsider here kmax as a
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Figure 8: Finite size ritial parameter kc(N)
ontinuous parameter)
s2 ∼ (kmax − kc)β
S ∼ (kmax − kc)−γ
Their nite size ounterparts are
s2(N) ∼ N−β/νdH F
[
(kmax − kc) N−1/νdH
]
S(N) ∼ Nγ/νdH G
[
(kmax − kc) N−1/νdH
]
with F and G two saling funtions. The exponent ν haraterizes the orrelation length assoiated with a pero-
lation transition. In partiular, this exponent ontrols the way kc(N) tends to its innite size value kc . So, the t
performed in the previous setion also allows us to extrat the value of ν. The result is 1/νdH = 0.4(2). In order to
extrat the values of exponents β and γ, we have measured the maximum of s2 and S , whih should sale as
smax2 (N) ∼ N−β/νdH
Smax(N) ∼ Nγ/νdH
The results are shown in gures 9 and 10. We tted the data and obtained β/νdH = 0.105(5) and γ/νdH = 0.77(1).
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Figure 9: Maximum of density of the seond largest luster versus N , in logsale. The dotted line is the best t
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Figure 10: Maximum of the average luster size versus N . The dotted line is the best t
C. Systemati errors
Beause of the disrete nature of the parameter kmax, there are no available data for non-integer values of this
parameter. This inevitably indues systemati errors - in partiular, values of kmax for whih observables are maximum
- ertainly underestimated in the standard analysis used here.
D. Comparing with uniform perolation exponents
Critial exponent are known exatly for uniform perolation on planar Φ3 random graphs [7℄, β/νdH = 0.125,
γ/νdH = 0.75 and 1/νdH = 0.25. It is tempting to ompare them with the values found in this work for non-uniform
perolation β/νdH = 0.105(5), γ/νdH = 0.77(1) and 1/νdH = 0.4(2). In view of systemati errors underestimated,
it appears that values of exponents β and γ are roughly ompatible for uniform and non-uniform perolation. The
exponent ν seems very dierent from the exat value of uniform perolation. However, if we ompare it with the
value 1/νdH = 0.489(9) found in numerial simulations [8℄, it is one again roughly ompatible. In fat, as in uniform
perolation, the fratal dimension dH is very sensitive to nite size eets. However, measures done in this work are
not preise enough to onlude that ritial exponents are the same for uniform and non-uniform perolation for this
problem. It is not exluded either and this would imply a kind of universality between uniform and non-uniform
perolation on these graphs.
V. CONCLUSIONS
In the rst part of this work, the behavior of planar Φ3 random graphs under targeted attaks is investigated. The
method onsists in removing all verties that belong to an edge of a fae whose size is greater than a parameter kmax.
It appears that this family of graphs is rather robust to this nonrandom removal as kmax has to be rather small
(kmax ≃ 15 ) to signiantly aet the global onnetivity of these graphs, measured by the density of the largest
luster. This threshold orresponds to the removing of about 20% of the verties. Note that the ase of random
failure is equivalent to uniform site perolation. This problem has already been investigated and the high value of the
perolation threshold means that these graphs are rather fragile against random failure of nodes.
In a seond part, we onsider the targeted attaks problem as non-uniform perolation. By measuring two ob-
servables haraterizing perolation lusters, namely the density of the seond largest luster s2 and the mean size of
onneted lusters S, and by extrapolating values of kmax to non-integer values, we extrat a ritial value kc = 15.8(2)
that an be interpreted as a perolation threshold for targeted attaks. It is also possible to look for saling laws
of observables in the viinity of kmax , by analogy to the uniform perolation problem. This allows us to measure
(eetive) standard ritial exponent β, γ and ν. Taking into aount underestimated systemati errors due to the
fat that kmax is, in fat, a disrete parameter, ritial exponents found here appear roughly ompatible with their
ounterparts of uniform perolation. This is a very interesting fat as it would show that non-uniform and uniform
9perolations are in the same lass of universality. If true, this property ould be a result of the hierarhial nature of
these graphs that makes them look like trees of baby universes (BUs).
Indeed, onsider a vertex in a BU. For uniform perolation, a neessary ondition for this vertex to belong to a
giant luster is that at least one vertex in the nek of the BU belongs to this giant luster. The probability for this
ondition is rather small as neks are very small regions of the graph, so that the probability for a vertex to belong
to a giant luster is smaller if the vertex is in a BU. Consider now the ase of targeted attaks. The probability for
a vertex to be removed is, in fat, greater if it is in a BU as, on average, there is more urvature in BUs. Then, the
probability that a vertex is in the boundary of a large fae is greater if the vertex is in a BU. So, in both ases (uniform
perolation and targeted attaks), the struture of BUs indues the same eet: the probability to be oupied is
smaller for a vertex in a BU. However, this onjeture of universality between uniform and non-uniform perolation
has to be more extensively and preisely investigated.
Appendix A: GENERATING AND SAMPLING Φ3 GRAPHS
The Monte-Carlo sequene starts with a graph in Φ3|N randomly generated as follows: we start from a tetrahedron
and, then, add verties one by one in randomly hosen faes (triangles). Eah new vertex is linked to the verties
of the orresponding triangle. The proess is repeated until we obtain a graph (polyhedron) with N triangles. This
graph beomes a Φ3 graph - denoted GNo - by duality, i.e. by replaing eah triangle of the polyhedron by a vertex
linked to the verties replaing the adjaent faes of the initial triangle. The resulting graph is topologially equivalent
to a sphere with N trivalent verties. Then, a series of graphs is obtained by using standard ips of links (T1 moves
shown in gure 11) performed on randomly hosen links. It has been shown [10℄ that T1 moves dene an ergodi
transformation in the ensemble Φ3|N , so that whatever the starting graph GNo , we obtain a nonbiased sampling with
this method.
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Figure 11: T1 move involving faes 1,2,3 and 4.
Appendix B: CLUSTER STRUCTURE
In order to measure the onneted luster struture of graphs after a targeted attak, we use a breadth-rst searh
algorithm similar to the Wol algorithm [16℄. It reursively onstruts all lusters for a given graph as follows: at
time n, lusters c1, c2, . . . , cn have already been deteted. All sites in these lusters are labeled "visited". At time
n+1, a not yet visited site (alled vo) is hosen. By denition, it does not belong to any luster already deteted. vo
is the root of the new luster cn+1; it is then labeled "visited" and put in a (empty) list Q. The following proedure
is now reursively applied to Q : for eah site v in Q, all not yet visited neighbors of v (on the graph) are added to
cn+1, labeled "visited" and put in Q whereas v is removed from Q . The proedure stops when Q is empty. Then,
luster cn+1 is ompletely onstruted. The algorithm stops when all sites have been visited.
Appendix C: FINITE SIZE SCALING
Finite size saling analysis supposes that nite size orretions to saling laws near a ritial parameter kc are
enoded by saling funtions depending on the ratio between the linear size L of the system and the orrelation length
ξ . When L ≫ ξ , nite size eets should not aet the system and saling laws undergo no orretion. On the
ontrary, when ξ and L beome omparable, nite size orretions of saling laws are expeted. For an observable O
depending on a parameter k, an innite size saling law O ∼ (k − kc)−z an be rewritten O ∼ ξz/ν as the orrelation
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length sales as ξ ∼ (k − kc)−ν . In partiular, ξ ∼ L implies O ∼ Lz/ν . This an be summarized by the following law:
O ∼ Lz/ν F ((k − kc) L1/ν
)
with F (x) a (saling) funtion of the dimensionless ratio x = (k − kc)L1/ν ∼ (L/ξ)1/ν .
In order to interpolate between the ases L≫ ξ and L ∼ ξ, F (x) must verify F (x)→ 1 for x ∼ 1 and F (x)→ x−z for
x≫ 1. Finite size saling is a powerfull tool for extrating ritial exponents by studying the variations of observables
with the size of the system. This also provides a natural nite size ritial parameter kc(L) : suppose that F (x)
reahes a maximum for x = xo. Then, for xed L, the value of k giving a maximum for O obeys the following relation
(k − kc) L1/ν = xo or, equivalently, kc(L) approahes kc when the size beomes innite as kc(L) − kc ∼ L−1/ν [14℄.
However, graphs in Φ3|N have no expliit linear size, but the quantity N1/dH , where dH is the Hausdor dimension,
plays this role so that nite size saling laws are O ∼ Nz/νdH F ((k − kc) N1/νdH
)
and kc(N) approahes kc as
kc(N)− kc ∼ N−1/νdH .
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